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Abstract

Data plane and control plane are divided by Software Defined Networking (SDN). A centralized controller oversees and manages
the entire network. With SDN, the network may be programmed and flow regulations can be created dynamically. Numerous benefits
including adaptability, programmability, and centralized management are offered by this decoupling. However, SDN also creates
new vulnerabilities as a result of desired data plane and control plane connectivity. Attacks on switch buffer overflows and control
plane saturation are two examples of threats that exploit such flaws. The controller is vulnerable to Distributed Denial of Service
(DDoS) attacks, which induce resource exhaustion and impair the controller's capacity to provide services. By flooding the control
plane with TCP SYN packets from the data plane (i.e., switches), several attacks can be launched. SVM is the most popular and often
used classifier, both for classification and regression, thanks to its high accuracy and low false positive rate. For DDoS detection,
the SVM classifier is examined and contrasted with other classifiers. In order to identify anomalies, such as malicious traffic, and
reportthem, Snort, an intrusion detection system, examines the traffic and packets. The entropy approach is used to assess the flow
data's randomness. An IP address for the intended recipient and a few TCP flag attributes make up the entropy information. We
implement it as an additional module in the Floodlight Controller and assess its viability and efficacy. We thoroughly evaluate how
we have implemented things via Mininet, substantial emulation.

Keywords : Entropy Method, Distributed Denial of Services (DDoS), Machine Learning, Mininet, Software Defined Networks (SDN),
Snort, Support Vector Machine (SVM)

. INTRODUCTION

The TCP SYN flooding assault is one of the most efficient
methods for control plane and target server saturation in
software-defined networking (SDN). As there are no
forwarding rules in place, the data plane switches are
forced to transfer many malicious SYN requests that the
attacker generates to the controller. This excessive
forwarding strains the computing capacity of both the
data plane and the control plane and clogs the
communication channel between them.

Il. MOTIVATION

The essential advantage of the cloud is that it flexibly
scales to fulfill variable needs and it gives the
environment which scales up and downsizes quickly, so it
needs incredible security from DDoS attacks. These
attacks have become more sophisticated and are still
evolving quickly. So, identifying and countering these
assaults has become a difficult undertaking.
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Ill. PROBLEM STATEMENT

To create an algorithm that combines different machine
learning approaches in order to train a model that is more
accurate than each individual machine learning technique
used to create the hybrid model in detecting and
classifying the type of DDoS attack. A fresh approach for
the early detection of TCP SYN flooding is to use the
entropy method. A set of guidelines that SNORT should
follow when determining whether an incoming packet is
malicious can be implemented by the Snort administrator.

IV. LITERATURE REVIEW

A.DDoSs and TCP-SYN Flooding

By depleting resources on a network or host, denial of
service (DoS) attacks seeks to disable or degrade network
services. Bandwidth on a network, packet-forwarding on
a router, server memory, server processing power, and
operating system data structures can be the resources that
run out. By establishing a TCP connection to the web
server and flooding it with pointless TCP packets, this
attack can be used to bring down a website. DoS attackers
have been known to take down websites in order to offer
protection later for a fee. Due to the attacker's constrained
computational and network resources, it is not always
viable to overwhelm the target's resources with just one
computer. However, an attacker could overwhelm the
victim by launching a Distributed Denial of Service
(DDoS) assault, which uses multiple computers to obtain
access to additional resources. One type of DoS attack is
TCP SYN flood. A three-way handshake is required for
both the client and the server to establish a TCP
connection. The client initiates the three-way handshake
by sending a SYN message to the server, which responds
with a SYN/ACK message to confirm receipt of the SYN
message. The client sends the server an ACK to complete
the connection formation. Data particular to each service
can be exchanged once the connection has been made. In
order to create half-open TCP connections, the TCP SYN
flood attack spoofs source IPs in SYN messages or
ignores SYN/ACKSs, so the server never receives the final
ACK message, leaving the connection open in part. In
order to store half-open connections while awaiting the
final ACK, the server mustallocate RAM.

B.SNORT, SVM

Snort is an open source NIDS-configurable network
intrusion prevention system. The Snort administrator can
put in place a set of criteria for what Snort should check
for when deciding whether the incoming packets are
malicious. Snort uses misuse detection. Users have the
option to obtain rules established by the Snort community
as well as write their own rules. A packet decoder is used
to initially decode packets that enter the computer's
network interface controller. The packet decoder
examines the packet to determine the protocol being used
and whether any deviations from the protocol's rules have
occurred. Given that the Snort user has implemented
them, the packets are routed to one or more preprocessors
after being decoded. Preprocessors are plug-ins that Snort
uses to interpret packets that come from the packet
decoderina variety of ways.

C. Mininet

The Mininet has the ability to design SDN components,
alter them, share them with other networks, and interact
with them. Links, Hosts, Switches, and Controllers are
some of these components. On Mininet, a host is a
straightforward operating system process that runs its
own network environment. Each one makes a virtual
network interface, ports, addresses, and routing tables
available to processes with exclusive ownership (such as
ARP and IP). The packet delivery semantic offered by
Mininet's OpenFlow switches is identical to that offered
by a hardware switch. Switches can be used in kernel and
user space. As long as the system on which the switches
are executing has connectivity to the controller, the
controllers in a Mininet simulation can run on either a real
or simulated network. In the local simulation
environment, the Mininet can generate a standard
controller at the user's request. Virtual connections can
also be established between the elements via their virtual
interfaces. To assess the randomness of the flow data, use
the entropy approach. The destination IP address and a
few TCP flag attributes are included in the entropy data.
We include SAFETY as an extension module into
Floodlight Controller and test it out in various conditions
to demonstrate its viability and efficacy.
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Fig. 1. Experimental Setup

V. EXPERIMENTAL SETUP

On a machine running Ubuntu, a virtual machine was set
up to serve as the target of all network assaults carried out
for this investigation. This server is referred to as the web
server throughout this essay. Your first and last names
could be entered through the straightforward user
interface. You were unable to enter your name if the
server refused service. This was done to see if the web
server was still operational during an attack. Through a
gateway router, the web server was linked to the Internet.
Another computer was used to play the role of the attacker
on the same network, which was also linked to the
internet through the same gateway router. All attacks
were executed from this computer. Figure 1 depicts the
surroundings of the experiment.

A. Create a New Virtual Machine

To build a fresh virtual computer, click New. Fill up the
necessary information:

Name: The Type and Version will automatically update if
your name contains the term Ubuntu.

Computer Folder: Your virtual machines will be kept
here so that you can pick up working on them whenever
you want.

Type: Linux

Fig. 2. Create a new Virtual Machine

Release: Ubuntu (64-bit)
B. Implementation of Snort

1) Download and Extract Snort:

Visit the snort website to access the most recent version
for free. Extract the snort source.

2) Install Snort
3) Verify the Snort Installation

4) Installation of Hping for DDOS attack generation

MNov6 1346

ajay@ajay-VirtuslBox: ~/mininet /exampl

d mintlnetr

Fig. 3.Creating a Mininet Topology

C. Creating a Mininet Topology With One
Controller, One Switch, Two Hosts

The minimum topology, which is the default topology,
consists of the OpenFlow reference controller, one
OpenFlow kernel switch coupled to two hosts. You may
also provide this topology on the command line with
—topo=minimal. For further details on the other
topologies that are pre-installed, refer to the —topo
section in the mn -h output.

All four entities are currently hosted by the VM
(1 basic controller, 2 host processes, and 1 switch
process). For installing the controller outside of the VM,
follow the instructions at the bottom. In the absence of a
defined test input, the Mininet CLI starts.

You ought to be able to see the kernel switch
connected to the reference controller in the Wireshark
window.
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Fig. 4. Attack initiated

1) Attack Initiated : On the attacking system, hping3,an  first attack. Except for sending packets through port 80,
application to carry out DoS attacks was deployed. the third attack was identical to the second attempt.
Hping3 was used to perform three distinct TCP SYN

flood attacks against the web server. The first attack was 2) Running Snort for Attack Detection: The
the simplest; it attacked the web server with as many TCP  command-line options used in this command are:

SYN packets as quickly as it could on port 0, which is
Hping3's default port for sending traffic. The source IP
address of the second attack's TCP SYN packets was
changed, but it used the same frequency and port as the

-d: Filters out the application layer packets

"Node: h2" D @ €

Fig.5.R ing Snort for attack detecti
ig unning Snort for attack detection Fig 6. Snort started
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"Node: h2" - 0 X

Fig. 7. Attack detected

-1/var/log/snort/: Sets the logging directory
-A console: Sends alerts to the console window

-c/etc/snort/snort.conf: Indicates which Snort
configuration file to use

3) Snort Started / Attack Detected: Network traffic
that Snort recognizes as potentially malicious is recorded
in the logs and alarms are sent to the console window. An
effort has been made to scan a machine for data that could
be useful to an attacker when an attack is designated as
Information Leaks assault. This implies that someone is
most likely spying on your system. Denial of Service
attacks aim to saturate your computer with unreliable
network traffic. The attack seeks to overwhelm your
computer to the point where it is unable to perform as
intended. To make sure promiscuous mode is operating
properly and that the entire network address range is
being protected, we will send some malicious data to a
different machines and see if Snort identifies it.

We were surprised to see that SNORT used the
registered rule set to identify the TCP SYN flood attacks.
Given how frequently the TCP SYN flood assault occurs,
we anticipated that it would be recognized. However, all
three TCP SYN flood assaults were found using the
custom rule 4.1 as we had anticipated. We set the number
of packets to an unusually high figure for our server in
such a short time interval because this rule considers how

many packets are sent in each time interval. To
accommodate the traffic on your network, you can adjust
the number of packets and the time frame. However, in
order to utilize this rule, it is crucial to understand how
much traffic your network typically receives. This way, it
won't alert you when an usual quantity of SYN packets
are received. To explore if SNORT might be avoided, this
attack was tweaked to target several ports, however, it had
no effect.

VI. USING SVM TO DETECT DDoS ATTACK IN
SDN NETWORK

A. System Overview

The intrusion detection system needs to be fed with traffic
data in order to detect the DDoS attack. The widely used
SVM classifier is employed by the system to identify the
assault. SVM can identify a pattern from a small number
of training samples and by minimizing false positive data,
it creates an accurate classification. This is accomplished
by using generalization capability, which is the trained
machine's capacity to categorize unfamiliar samples
using the model discovered from training datasets. SVM
never settles for the local optimum and instead always
finds the global optimum solution. By identifying the best
hyperplane (biggest margin) that divides two classes,
SVM conducts linear separation. Support vectors are the
training samples that are nearer to the hyperplane.

SVM is a linear classifier that supports nonlinear
classification using kernel functions. The linear,
polynomial, radial basis function, and sigmoidal kernel
functions are frequently employed.

SVM is a widely used classifier that has a low rate of
false positives and high accuracy. We evaluate the SVM
classifier for DDoS detection and contrast it with other
classifiers. According to the experiments, SVM produces
more accurate categorization than the competition.

B. DDoS Detection Based on Support Vector
Machine (SVM)

The Openflow switch in the SDN architecture quickly
forwards the main network data. The collecting of switch
traffic data, administration of the forwarding decision,
and forwarding are all tasks that fall under the purview of
the SDN controller. The flow table serves as the
fundamental data structure for the forwarding policy
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Fig. 8. Flow table entry structure diagram

Fig. 9. Flow diagram

management control in the SDN switch. The flow table
entries which can forward the packet to one or more
interfaces are searched by the SDN to handle the pertinent

network traffic. Each entry has a header field as well as
counters and actions. The flow table serves as the
foundation for the switch's packet routing. Multiple flow
entries make up each flow table. The rules for data
forwarding are formed by the flow table entries.

C. Flow Diagram and Implementation

The majority of the attack detection flow diagram is made
up of the extraction characteristic values, classifier
judgment, and flow state gathering. The OpenFlow
switch responds with the information from the flow table
after the flow state collection periodically asks a flow
table from it. The six-tuple characteristic values are
produced by the characteristic values extraction, which is
primarily responsible for obtaining the characteristic
values related to the DDoS attack from the switch flow
table matrix. In order to distinguish between normal
traffic and attacking abnormal traffic, information
regarding six-tuple characteristic values is classified
using an SVM-based method.

Fig. 10. Importing Libraries and Dataset
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Fig 11. Exploring Dataset

Fig 12. Model evaluation and prediction
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VIl. ENTROPY

A. Measure of Random Variable

A random variable for its randomness or uncertainty is
measured using the information theory concept of
Shannon's entropy. A measure of the information content
linked to a random variable is another method to describe
it. Higher entropy results from more random variables,
and vice versa. formally defined. Equation (1) depicts a
window where the random variable, x,, and its frequency,
v, are both given. Eq. (2) is used to calculate the entropy,
where P(x,) stands for the probability that each random
variable in the set will occur.

W={0x0, 71,05 12), (X5, 13),5(X,5 ) } (1)
P(x)=y,/N ()
N=y ty,ty,++y, 3)

where, N is the total number of occurrences of all the
outcomes. A discrete random variable (X) in a system is
said to have an entropy of
n
EX)= ZI—P(XI-) log, P (x)) “4)
l =

where, n is the number of outcomes that are unique
(i.e., unique destination IP). Since entropy falls in the
range of [0, log,n], we adjust the entropy to ensure that it
remains into the same range of values, i.e., [0, 1],
irrespective of the sample size of the window {eq. (5)}.

EX)

E'(X)= logr )

B. Key Observations

For a typical traffic scenario, flow entropy will typically
be higher due to the uniform distribution of SYN packets
for a destination IP, but as soon as SYN flooding is active,
attack flows will predominate, and throughout the
duration of the attack period, a continual significant fall in
entropy will be seen. This is due to the fact that a
particular destination IP's (victim node's) packet
concentration will be significantly higher than that of the
other destination IPs. Therefore, when entropy suddenly
drops, it creates a state of concern.
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VIil. CONCLUSION

In order to curb the attacks, different techniques and
models are needed to be used. In comparison to other
methods, the SVM classifier has a lower false positive
rate and a higher classification accuracy. However, SVM
takes more time to train and generate the detection model,
which is used to predict the traffic characteristics. Snort
presented few weak spots during the attacks in this study.
Since Snort depends so much on the user, we believe that
the biggest weakness could be the user's stupidity. Snort's
rules determine exactly which incursions it finds. This
highlights another weakness of Snort that it is based on
misuse detection and has problems dealing with novel
attacks. Before Snort can identify an attack, it needs to be
aware of its structure. We demonstrate that based on
traffic characteristics such as clubbing of destination IP
addresses along with TCP flags and following a series of
time-based windowing of packets, one may efficiently
calculate the entropy to evaluate the degree of
randomness of the packets that are received at the SDN
controller.

IX. FUTURE WORK

Further efforts will be required to reduce the number of
messages exchanged and the controller's saturation from
these connection requests as every type of TCP
connection is directed at the controller (for creating
centralized statistics). Additionally, since real traffic is
more random than synthetic traffic, we intend to use it for
security experiments. The performance of the SVM
classifier can be improved when combining AVL tree and
SVM. An AVL tree structure will be used to organize the
multiple binary SVM. The reduced testing period is due in
partto the AVL tree's capacity to balance height.
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