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Abstract

The use of smartphones increased worldwide during the past decade. The usage share of mobile Operating Systems shows the
popularity and acceptability of mobile Operating Systems along with its application programs. Android remains the most widely
used mobile operating system in the world. Here in this paper we discuss about the workflow of Android applications along with the
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. INTRODUCTION

The usage share of mobile Operating Systems worldwide
[1] shows it popularity and increasing acceptance by
users. Android is the most widely used Operating System
inthe world.

The users of the system utilize the hardware which is
mostly of ARM architecture with the help of the wide
variety of application programs available. The increasing
growth and usage share also made it the meeting place of
everything. The user of a smartphone keeps all of their
private personal documents, sensitive passwords for
banking related stuff etc. within the device itself.

The usage of applications relies on the security factor
called application permissions. Application permissions
allow applications to access different sensors and
hardware components of the device. The application
permission is a major security factor that determines the
security of the system. The user of the system needs to be
knowledgeable about the fact that once an application is
granted access to a specific permission, that application
has the right to access the related hardware and can
modify the contents of the hardware based on that
permission [2]. For example, if an application is provided
storage access, the application can read from and write to
that storage.

This also increases risk if the security of the device is
compromised in any form, the user’s personal documents
may be made available to the threat or utilized in some
form to make profit. There exist different types of data
security issues that are shared or leaked by user
applications which fetch user data in its pure form or as
metadata. Most of the applications gain this by achieving
permissions on the user’s device either at install time or at
runtime. Most common users who lack the knowledge of
the underlying processing behavior of the applications
agree and accept the permissions requested by these
applications. There also exists another category of
security problem in which an attacker from outside can
make use of a flaw in the device’s source code and gain
access to the system in the form of a malware [3]. Such a
caseisshowninFig. 1.

II. WORKFLOW OF APPLICATIONS

The normal work behavior of a secure system from a
user’s operational workflow perspective and how all of
the operational layers interconnect is shown in Fig.2.
Here, if the signing and verification stages are completed,
the boot loader loads the operating system. Once the user
completes the authentication procedures, they can
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Fig. 1. Attacker taking control of the system through malicious application
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Fig. 2. How user interacts with applications and different operational layers in a system

interact with the system through different applications
available. The application holds a list of permissions that
it needs to get opted for its successful working. The
security of the working applications is further achieved
by application sandbox, whose behavior is different for
different Operating Systems, for example, the Android
uses a UID based sandbox and iOS uses a per-app
sandbox [4]. The applications which were secured by

application sandbox interact with the system hardware
through system services.

There exist hardware encryption or locks which
ensure the authenticity of working user through different
keys [5]. The secure enclave processor chips found on
iPhone and the Titan-M chips on Google Pixel devices are
specially designed encrypted hardware mechanisms that
were made for the purpose of securing user
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Fig. 3. Workflow of application permissions

authentication. User authentication processes like
biometric authentication and the storage and matching
process of confidential passwords are also done with the
help of these secure hardwares. There also exists a
successful approach called Trusted Execution
Environment (TEE) where dedicated secure hardware is
used in combination with its own Operating System
software which works apart from the real execution
environment for achieving an isolation from the real
world processing of operations. App permissions play a
major role in these environments and act as a privacy
control mechanism which restrict access to restricted
data and restricted actions.

I1l. APPLICATION PERMISSIONS

Application permissions are used as a way of controlling
and regulating access to specific system and device-level
functions [6]. They may include access to device
hardware features like camera, microphone, and device
storage. Permissions are typically declared in an
applications manifest. Some permissions require the user
to grantaccess at runtime.

Application permissions are common and work as a
security feature in mobile Operating Systems like
Android. App permissions help support user privacy by
protecting access to:

%, Restricted data like users contacts

& Restricted actions like read from or write to a storage

The general workflow of application permissions is
shown in Fig.3. The workflow of apps that provide
functions requiring access to restricted data and restricted
actions can use different use cases. There might be cases
where these functionalities can be provided without
declaring any permissions. A user pausing a file’s
playback, taking a photo can be treated in such cases.

There is another case in which it is required to declare
permissions for the app to continue its processing to
access restricted data and restricted actions. In such cases,
permissions need to be declared before continuing. There
exists a case in which checks need to be done to verify
whether the required permission is a runtime permission.
In such scenarios, permission can only be granted by the
user at runtime of the process.

IV. DIFFERENT TYPES OF
PERMISSIONS

There exist different types of permissions in Android that
can be applied to an application based on its working
nature. The permission types specify the scope of
restricted data the app can access and the scope of
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restricted actions the app can perform when a specific
permission is applied to that app.

A. Install-time Permissions

The install time permission setting employs an all-or-
nothing approach in which users are required to accept a
permissions list while installing an application. The
install time permission dialog of an application while
installing from Google Playstore is shown in Fig. 4. In
scenarios like this, users are mostly unaware of all the
needs related to the permissions requested by the
application [7]. This also introduced a way for outside
attacks on the system because of the default permission
granting nature.

B. Normal Permissions

Normal permissions allow access to restricted data and
restricted actions that extend beyond the application’s
sandbox but present very little risk to the user’s privacy
and to the working of other apps.

Fig. 4. The install-time permission dialog of an
application while installing from Android Playstore
again

C.Signature Permissions

Signature permissions are granted to an app by the system
only when the app is signed by the same certificate as the
app or the OS that defines the permission. Privileged
services like auto fill services or VPN services can make
use of this type.

D. Runtime Permissions

The all-or-nothing approach of install-time permissions
has been criticized in several works [8, 9, 10]. Runtime
permissions provide users with the choice of decision
making, where permission-wise requests are shown each
time whenever required. Runtime permissions appear to
be more effective because permission requests are
prompted only during the usage time of an application.
This helps users to notice and identify whether the
requested permission is relevant or not. The general
application permission settings of the gallery application
isshownin Fig. 5(a).

The runtime permission dialog of file manager
application is shown in Fig. 5(b). The runtime permission
dialog of file manager application with don't ask option
again is shown in Fig. 5(c).

E. Special Permissions

Special permissions are defined by the platform and
OEMs which correspond to particular app operations.
The platform and OEMs define special permissions to
protect access to powerful actions like drawing over other

apps.
F. Permission Groups

Permission groups consist of a set of logically related
permissions. For example, the permissions to send and
receive SMS may belong to the same group.

Permission groups reduce the number of system
dialogs presented to the user while requesting a
permission. When a user is presented with prompt to
grant permission for a particular app, permissions
belonging to the same group are presented in the same
interface.
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Fig. 5. (a) General application permission settings (b) Runtime permission dialog of file manager
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V. APP PERMISSIONS AND USER
PRACTICES

As described in the previous sections, application
permissions act as a security layer that controls or
regulates the access of restricted data and restricted
actions. The complex nature of hardware with controlling
software makes smartphones targets of many attackers.
The hardware with sensors which play a major role while
operating the device and through which most of the
malicious operators fetch user data are described next.

A. Device Modem, IMEI, IMSI

Mobile broadband modem is the hardware which sends
and receives signals for telecommunication. There exist
cases where security agencies under government collect
unnecessary details about telecommunication without
users’ consent [11]. The International Mobile Equipment

Identity (IMEI) is an identifier which is unique to a
device, and International Mobile Subscriber Identity
(IMSI) are numbers that uniquely identifie the user of a
network. Most applications request permission to access
track these identifiers [12, 13].

(1) Sensors, Camera, Microphones : Different types of
sensors are activated inside a smartphone like
accelerometer, proximity sensor, gyroscope etc. that most
ofthe applications request and gain access to. The camera
and microphone that the user works with can also be used
as mediums for spying.

(2) Location Services, GPS

Location services are used by the operating system for
functions like finding the lost device location. Location
tracking user applications also use these services to guide
through different locations with the help of a GPS tracker.
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(3) Bluetooth, Wifi

Bluetooth and Wifi are hardware components that are
used for data sharing within short distances. These can
also be compromised to attacks if the connected network
or device is untrusted or malicious [14].

Despite the presence of all of the security mechanisms
like application permissions, most users still lack
knowledge about the internal behavior and working of the
system and its applications. There is a need for huge user
awareness in this area as malware attacks and data
breaches [15][16][17][18][19] are growing day by day.

There exist surveys [4] that show the increasing
number of malware attacks on mobile operating systems
like Android and i1OS. As the user base increased, attacks
happening against the system also increased. If the
system is not secured while exploring the details, there is
a possibility that an intruder taking control of an
application can make use of flaws in the source code to
take advantage of it, thereby compromising the security
ofthe entire system.

There also exists a scenario in which the user
application itself collects user data directly or as
metadata. Applications makes use of these information to
gain profit by sharing these personal details with third
parties. Third parties involved may be advertisers,
e-Commerce platforms etc.

Due to all of these security issues, application
permissions in Android are built focussed on the goals:

(1) Control : The user has control over the data they share
with apps.

(2) Transparency : The user can understand what data an
app uses and why the app uses that data.

(3) Data Minimization : An app uses only the data that is
required by the app to do the specific task or action that
the user invokes.

As the user share of Operating System like Android is
huge and the applications running on it are of a wide
variety, we don’t know how the users of different age
groups deal with this scenario. So, we conducted an
experiment on real world users to study their work
behaviour on different Android applications and on their
permissions settings. During the analyzing stage we
collected details about the permissions that the most
widely used applications requests during install time and
runtime. The data that these applications can access from

a user’s device is huge and can affect the security of the
concerned devices. The experimental results and their
behaviour are discussed in the next section.

VI. EXPERIMENTAL RESULTS

We conducted experiments on people of different age
groups from 20-70 to study their usage behaviour
patterns. During the stages of experiments different
applications ranging in categories like social media apps,
banking apps, and multimedia apps were installed in
default settings and are used. Users were divided into 5
separate groups based on their age groups ranging from
20-30, 30-40, 40-50, 50-60, and 60-70. Experiments
were conducted on a batch of 10 people who belonged to
these different age groups.

The percentage of users falling into two different
categories of usage were studied, i.e. the type of users
who have knowingly given permission to an application
with exact knowledge about the application’s permission
behaviour, and the type of users who have given
permission to an application without exact knowledge
about the application’s permission behaviour. The
observed results are shown in Table I, Table II, and Table
III. The experimental results of users with social media
apps are shown in Table I. The experimental results of
users with banking apps is shown in Table II. The
experimental results of users with multimedia apps is
shown in Table I11.

During the experimental stages a survey was
conducted with the participant users who belonged to the
age groups 20-70. The survey was done based on
studying the usage. behavior of users interacting with
different applications belonging to test categories. The

TABLE I.

EXPERIMENTAL RESULTS OF USERS
WITH SOCIAL MEDIA APPS

Age Group Users giving Users giving

permissions permissions

knowingly unknowingly
20-30 8 2
30-40 7 3
40-50 5 5
50-60 3 7
60-70 1 9
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TABLE II.

EXPERIMENTAL RESULTS OF USERS
WITH BANKING APPS

Age Group Users giving Users giving

permissions permissions

knowingly unknowingly
20-30 10 0
30-40 8 2
40-50 7 3
50-60 5 5
60-70 4 6

TABLE IlII.

EXPERIMENTAL RESULTS OF USERS
WITH MULTIMEDIA APPS

Age Group Users giving Users giving

permissions permissions

knowingly unknowingly
20-30 9 1
30-40 8 2
40-50 7 3
50-60 6 4
60-70 2 8

subjects were also examined with questionnaires which
helped us categorize them and study their in depth
knowledge about the working applications and their
permissions.

Some of the test questions used for the survey are as
follows:

% Do youinstall applications from outside of playstore?
% How long time will you use the app continuously?
% Do youknow what app permissions are?

% Do you give all the permissions that an application
requests?

% Do you turn on Mobile Data, Wi-Fi, and Bluetooth all
the time or only turn them on when needed?

% Do you turn off application permissions that are
unnecessary for an application and only turn them on
whenneeded (Yes/No)?

% Do you give camera and microphone permission to all
the requested apps or only provide these permissions
when needed?

& Do you give storage access permission to all the
requested apps or only provide these permissions when
needed?

% Are you familiar with runtime permissions?

The permissions opting criteria test was conducted
and is shown in Table I, Table II, and Table III. These
include results of both install time permissions and
runtime permissions. The end result shows that the
category of users who give app permissions without any
knowledge about the permission’s behavior mostly falls
inthe listof aged people.

VIl. CONCLUSION

During the survey we studied the usage behavior of users
on different applications. A survey questionnaire result
was also collected from participant users. Based on the
tests we came to the conclusion that most of the users who
work with application programs were unaware of the
actual working of the app permissions nature. The users
who fall into this category consist mostly of aged people.
Even though middle aged people were having knowledge
about the app permission scenario and their uses, the
popularity of most applications and their public nature
forced them to use the apps without any restrictions.
Nowadays, more and more applications are making profit
by targeting private personal information either in the
form of pure data or as metadata. So, end users need to be
aware of the fact that they must select app permissions
and their security levels carefully to avoid potential risk
ofincoming threats.
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